

[image: ]


Privacy Impact Assessment 
	AC Unit: 
	

	Title/Name of Program/ Project/ Initiative:
	

	Brief Description of the Program/ Project/ Initiative:
	

	
	

	
	

	Process Owner:
	



I. SCREENING 

A. NEW PROGRAM/PROJECT/INITIATIVE
1) Will the new program/project/initiative collect, store, share, use, or process[footnoteRef:2] Personal Data[footnoteRef:3] in any identifiable form?  [2:  	“Processing”, in the context of data privacy, refers to any operation or any set of operations performed upon personal information including, but not limited to, the collection, recording, organization, storage, updating or modification, retrieval, consultation, use, consolidation, blocking, erasure or destruction of data.]  [3:  	“Personal Data” refers to any information whether recorded in a material form or not, from which the identity of an individual is apparent or can be reasonably and directly, or when put together with other information would directly and certainly identify an individual.] 


	
	Yes

	[bookmark: _gjdgxs]
	No 

	
	I don’t know (Please schedule a consultation with the AC Data Privacy Office) 



2) If the response to question no. 1 is YES (or no privacy impact assessment has been conducted on an existing program/project/initiative, or changes are being/to be implemented), accomplish the table below. If NO, proceed to Part IV.
	Types of Personal Data to be Collected, Stored, Shared, Used, or Processed

	Personal Information
	Y/N
	
	Sensitive Personal Information
	Y/N

	1
	Name
	
	12
	Age (with Birth Year)
	

	2
	Home Address
	
	13
	Marital Status 
	

	3
	Business Address
	
	14
	Color, Race or Ethnic Origin (Including Citizenship or Place of Birth)
	

	4
	Email Address
	
	15
	Religion (Religious beliefs or affiliations) 
	

	5
	Telephone Number - Work
	
	16
	Education
	

	6
	Telephone Number - Home
	
	17
	Biometrics
	

	7
	Mobile Phone Number
	
	18
	Political Association 
	

	8
	Employment History
	
	19
	Philosophical Beliefs/Orientation
	

	9
	Employment Compensation and Benefits
	
	20
	Health-related Information
	

	10
	Closed-Circuit Television (“CCTV”) Surveillance Videos 
	
	21
	Sexual life/preference/practice
	

	11
	Photos
	
	22

23
	Any records of Civil, Criminal, or Administrative Proceedings 
Government issued identifiers (licenses, passport, etc.) 
established by law as classified
	

	
	
	
	
	
	

	
	
	
	
	
	



In addition to those mentioned above, enumerate below the other Personal Data that will be involved in the program/project/Initiative. The AC Data Privacy Office shall assist in determining the nature and classification of the other Personal Data, if any. 

	Other Personal Data 

	

	

	

	



Note: Please use additional sheet, if necessary.

	
	Yes
	Describe Changes:
	

	
	No

	
	I don’t know (Please schedule a consultation with the AC Data Privacy Office.) 


3) Will the new program/project/initiative cause changes to an existing process/system/program/ project and the manner the Personal Data will be processed?





B. EXISTING PROGRAM/PROJECT/INITIATIVE
(Please also provide your response to Part I.A.2 on Types of Personal Data to be Processed.)

1) Has a Privacy Impact Assessment been performed for this existing program/project/initiative? 

	
	Yes

	
	No

	
	I don’t know (Please schedule a consultation with the AC Data Privacy Office.)



2) Will the process owner use the Personal Data for a new purpose other than for the purpose they are currently being used?

	
	Yes

	
	No

	
	I don’t know (Please schedule a consultation with the AC Data Privacy Office.) 



3) Is there an existing Data Sharing Agreement[footnoteRef:4] and/or Data Processing Agreement[footnoteRef:5] with the other organizations given access to and/or allowed to process the Personal Data? [4:  	Executed when personal data is transferred from one personal information controller (PIC) to another PIC, with the latter intending to process the data for its own use, independent and separate from that of the first PIC.]  [5:  	Executed when personal data is transferred by a PIC to a third party for the latter to process the same in accordance with the instructions of the said PIC.] 

	
	Yes

	
	No





4) Will the Personal Data about individuals be disclosed to organizations or people who have not previously been given access to the information?
	
	Yes

	
	No

	
	I don’t know (Please schedule a consultation with the AC Data Privacy Office.)







If your answer to any of the questions above is “YES”, please provide additional details on, or a copy of, the privacy impact assessment report and/or data sharing/ processing agreement to the AC Data Privacy Office. Proceed to Part II.

II. PROCESSING AND DATA LIFE CYCLE DETAILS

1) Source of Personal Data: From whom are we collecting the Personal Data?
	
	Directly from the data subjects (i.e., natural persons who own the Personal Data)

	
	Another individual (Relationship with the data subject:__________________________)

	
	Another entity (i.e., a corporation/organization which is a personal information controller)

	
	Another AC Unit 





2) Method of Collection: How are we collecting/obtaining the Personal Data (e.g., via interviews, online portal, email)? Provide a brief description.
	






3) Capacity by which Personal Data is Processed: Are we processing the Personal Data for AC’s own independent purposes or on behalf of an external/third party, including subsidiaries and/or affiliates of AC? 
	
	AC’s own independent purposes (as Personal Information Controller [PIC])[footnoteRef:6] [6:  	A “Personal information controller” or PIC  refers to a person or organization who controls the collection, holding, processing or use of personal information, including a person or organization who instructs another person or organization to collect, hold, process, use, transfer or disclose personal information on his or her behalf. The term excludes: (1) A person or organization who performs such functions as instructed by another person or organization; and (2) An individual who collects, holds, processes or uses personal information in connection with the individual’s personal, family or household affairs.] 


	
	On behalf of an external/third party (as Personal Information Processor [PIP])[footnoteRef:7] [7:  	A “Personal information processor” or PIP refers to any natural or juridical person qualified to act as such under this Act to whom a personal information controller may outsource the processing of personal data pertaining to a data subject.] 


	
	Both as PIC and PIP







4) Purpose/s of Processing Personal Data:
	










Note: Please use additional sheet, if necessary.

If your answer to Question 1 above is “Both as PIC and PIP”, please identify which purposes pertain to external/third parties.

Are data subjects made or will be made aware of the purposes stated above? 
	
	Yes Describe How: 
	E.g., Through Privacy Notice/Consent

	
	No

	
	Not Applicable




5) Basis for Collecting/Processing Personal Data:

(a) [If based on Consent] Method of Obtaining Consent: How are we obtaining the consent for the collection and processing, including whether the consent is or will be obtained through an external/third party or another Division/Unit of AC? Describe briefly.
	









If there are multiple items being offered to the data subjects, will/do they have the option to accept one and decline the others without being entirely denied of coverage? 
	
	Yes

	
	No

	
	Not Applicable




(b) [If based on other lawful grounds]: Identify the basis for lawful processing of Personal Data specifically relied upon. Check as many as applicable.
	
	To fulfill a contract with the data subject or necessary prior to entering into a contract

	
	To comply with the legal obligations of AC (Please describe: _____________________) 

	
	To protect vitally important interests of the data subject, including life and health

	
	To provide medical treatment carried out by a medical practitioner or institution

	
	To respond to national emergency, requirements of public order/safety, or a public authority

	
	To pursue other legitimate interests of AC

	
	To protect lawful rights, including the establishment, exercise or defense of legal claims

	
	Others: _________________________________________________

	
	I don’t know (Please schedule a consultation with the AC Data Privacy Office.)




6) Method of Storing the Personal Data:  Describe briefly how the Personal Data will be stored, including where, media used (physical and electronic files) and if outsourced and possible secondary repositories, e.g., laptops, desktops, personal cabinets, etc. 
	










Is the Personal Data transferred outside of the Philippines? Describe briefly.
	







7) Security Measures: Identify or describe briefly the security measures in place for the protection of Personal Data. 

(a) Organizational Security Measures: Check all applicable.
	
	Privacy Impact Assessment conducted on the program/project/initiative

	
	Company policies and/or procedures in place that apply to or cover the program/project/initiative
Please identify: E.g., Information security, confidentiality, acceptable use policies ____________________________________

	
	Others: ____________________________________________



(b) Physical Security Measures: Describe briefly.
	










(c) Technical Security Measures (please verify with AC ICT):
	
	Passwords and/or Firewalls

	
	Encryption

	
	Multi-Factor Identity Authentication 

	
	Pseudonymization[footnoteRef:8] [8:  	The processing of personal data in a manner that the personal data can no longer be attributed to a specific data subject without the use of additional information, provided that such additional information is kept separately and is subject to technical and organizational measures to ensure that the personal data are not attributed to an identified or identifiable natural person.] 


	
	Mobile Device Management

	
	Centralized Access Management

	
	Periodic Penetration Testing

	
	Breach Monitoring and Detection

	
	Others: _____________________________________________



Please use the space below to provide additional details about the organizational, physical, and technical security measures, if necessary.
	








8) Data Quality
(a)  Are individuals provided with the possibility to access and correct their personal information?
	
	Yes Describe How: 
	

	
	No




(b) What processes are in place to verify the correctness or accuracy of personal data processed? Describe briefly. 
	






9) Types of Data Subjects:

	Data Subjects
	Y/N

	1
	AC Employees
	

	2
	Ayala Group Employees
	

	3
	Shareholders
	

	4
	Job Applicants/Candidates
	

	5
	Vendors/Suppliers
	

	6
	Guests/Visitors
	

	7
	Others: Please specify _______________________________________
	







10) Personnel Involved/Internal Disclosures: Identify other AC Units to which the Personal Data are/will be disclosed and/or part of the processing activity (even those involved for storage purposes only).
	AC Unit
	Purpose of Access/Involvement

	
	

	
	

	
	

	
	

	
	



11) External Disclosures: 

(a) Identify external parties to which the Personal Data are/will be disclosed and/or part of the processing activity.
	External Party
	Mode/Method of Disclosure/Transfer[footnoteRef:9] [9:  	Includes sharing of personal data with another entity to outsource the processing thereof (i.e., transfer to a personal information processor), and/or to allow such other entity to process the data for its own use, subject to compliance with all the legal requirements for data sharing (i.e., transfer to a personal information controller)] 


	
	

	
	

	
	

	
	



(b) Are these external parties covered by any contract or instrument describing their obligations in protecting such data?
	
	Yes

	
	No

	
	Not Applicable



12) Data Life Cycle: Briefly describe the following:

	Time of Collection
	

	Retention Period
	

	Disposal/Destruction/Deletion Method/Procedure 
	



13) Automated Decision-making[footnoteRef:10]: Does the program/project/initiative adopt automated processing operations (applicable even where the collection is done manually)?  [10:  	Refers to a wholly or partially automated processing operation that are able to make decisions using technological means totally independent of human intervention; automated decision-making often involves “profiling” wherein personal data such as an individual’s economic situation, political or religious beliefs, behavioral or marketing activities, personal preferences, electronic communication data, location data, and financial data, are processed in order to evaluate, analyze, or predict his or her performance, qualities, and behavior, among others.] 

	
	Yes   

	
	No

	
	I don’t know (Please schedule a consultation with the AC Data Privacy Office.)	







If your answer above is YES, please answer the following:
(a) Method and logic utilized for automated processing
	






(b) Possible decisions relating to the data subject based on the processed data, particularly if the decisions would significantly affect the data subject’s rights and freedoms
	












14) Name of Data Processing System[footnoteRef:11]: State the name of the system or database to be used if it is different from the name of the Project. [11:  	A structure and procedure by which personal data is collected and further processed, regardless of whether or not involving automated decision-making or profiling. ] 

	






15) Mandatory Registration of Data Processing System: Please check ALL conditions that apply to, or are true with respect to the processing activity in the project/program/initiative:
	
	Involves processing of sensitive personal information[footnoteRef:12] of at least one thousand (1,000) individuals    [12:  	Refers to personal information: 
1. about an individual’s race, ethnic origin, marital status, age, color, and religious, philosophical or political affiliations; 
2. about an individual’s health, education, genetic or sexual life of a person, or to any proceeding for any offense committed or alleged to have been committed by such person, the disposal of such proceedings, or the sentence of any court in such proceedings; 
3. issued by government agencies peculiar to an individual which includes, but not limited to, social security numbers, previous or current health records, licenses or its denials, suspension or revocation, and tax returns; and 
4. specifically established by an executive order or an act of Congress to be kept classified. ] 


	
	Involves processing of information that would likely affect national security, public safety, public order, or public health

	
	Involves processing of information required by applicable laws or rules to be confidential	

	
	Involves vulnerable data subjects (e.g., minors, the mentally ill, the elderly)



III. IMPACT ASSESSMENT – IDENTIFIED RISKS AND AGREED PLAN OF ACTION[footnoteRef:13]  [13:  	Among the key considerations are: (1) legal basis of collection of personal data; (2) over-collection of data and ways to collect less data to reduce the exposure level; and (3) ways to reduce privacy risks.] 

Write “Not Applicable” to all items that don’t apply.
Write “None” if no issue, risk, or action identified.

	Privacy Issue
	Risk to Individuals
	Compliance Risk
	Corporate Risk

	E.g., Consent of data subjects not obtained and there are no other lawful ground to process Personal Data 




	Where the processing becomes the sole basis of making decisions that would significantly affect the data subject
	Violation of the general principles on collection and processing of Personal Data
	Criminal and administrative liability for unauthorized processing of Personal Data



	Risk
	Solution(s)
	Is(Are) the risk(s) eliminated, reduced or accepted?

	E.g., Liability for non-compliance with data privacy principles and for unauthorized processing of Personal Data





	Obtain the consent of the data subjects 
	Solution eliminates risk





	Risk
	Agreed Upon Solution
	Action to be Taken and Target Date of Completion
	Responsible Party 

	E.g., Liability for non-compliance with data privacy principles and for unauthorized processing of Personal Data





	Obtain the consent of the data subjects
	Prepare consent form and obtain the consent via email or any online platform on or before end of September 2022
	Process Owner  



	Other Recommendations 

	








IV. SIGN-OFF

We/I hereby acknowledge the truthfulness, accuracy, and completeness of the foregoing responses, and we/I undertake to immediately notify the AC Data Privacy Office of any change or modification thereto that would have an impact on the processing of Personal Data.
 

	NAME
	
	NAME

	Process Owner 
	
	Process Owner Representative[footnoteRef:14] [14:  	If this form was answered by a representative, and later approved by the program/project/initiative owner.] 


	Designation:
	
	Designation:

	Date Signed:
	
	Date Signed:




  RECEIVED:



  SOLOMON M. HERMOSURA
  Data Protection Officer
  Date Signed:
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